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Introduction

Zabbix is a popular open-source platform used by IT professionals all over the world to monitor their 
security infrastructure. The list of companies that use the platform is impressive.

One of the really cool things about Zabbix is they have ported the platform to Raspian. What this means is 
you can run the enterprise version of Zabbix on a Rapsberry Pi. Why would we want to do this? For all the 
same reasons we do anything with a Pi. Because it is available to us.

This guide walks through the process of installing Zabbix on a Raspberry Pi. Once we get the Zabbix 
server up and running, we will deploy Zabbix agents to a couple of Rapsberry Pi’s and create a dashboard 
to monitor them.
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Figure 1: Zabbix dashboard

Figure 2: Zabbix platforms

https://www.zabbix.com/
https://www.zabbix.com/users


Step-by-Step
In this guide, I will install the Zabbix server platform on a Raspberry Pi3.

There are 7 steps to installing Zabbix.
1. Get your Pi up and running with Raspian Stretch
2. Download and install Zabbix
3. Install MySQL database
4. Install Zabbix frontend
5. Secure MySQL installation
6. Create Zabbix database
7. Configure Zabbix Frontend
8. Zabbix Agent installation

Step-1 -  Get your Pi up and running with Raspian Stretch.

The first thing you need to do is get your Pi running. Head out to raspberrypi.org and download Raspian 
Stretch or Stretch Lite. The former has a Window GUI while the latter is a command-line only OS. Either 
one works. I will be installing Stretch Lite.

Once the download completes, burn the image to an SD card and fire up your Pi. If you need help with this 
step, there is a ton of resources on the web to help you. When you are up and running and connected to 
the Internet, be sure to update your Pi with the latest patches.

$sudo apt-get update
$sudo apt-get upgrade
$sudo reboot

Step-2 – Download and install Zabbix

The Zabbix platform includes complete and well-written documentation. We will follow the installation 
section (Section 4) of the documentation suite to guide us through the installation.

Log int to your Pi and open a command window.

Enter the below commands as shown in Figures 3, 4, and 5:
$sudo wget https://repo.zabbix.com/zabbix/4.0/raspbian/pool/main/z/zabbix-release/zabbix-
release_4.0-2+stretch_all.deb

$ sudo dpkg -i zabbix-release_4.0-2+stretch_all.deb

$sudo apt update
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Figure 3: Zabbix package download

https://www.zabbix.com/documentation/4.0/manual/installation
https://www.zabbix.com/documentation/current/manual
http://raspberrypi.org/downloads


Step-3 – Install MySQL database

Zabbix requires a database. You have a choice between MySQL or Postgres. I will be installing MySQL.
Enter the below command to install MySQL:

$sudo apt install zabbix-server-mysql

Figure-6 below shows the successful install of MySQL.
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Figure 4: Zabbix package install

 Figure 5: Apt update

Figure 6: MySQL install



Step-4 – Install Zabbix frontend

The Zabbix frontend is the web server component of the platform. Install it using the below command.
$sudo apt install zabbix-frontend-php. This is shown in Figure 7.

Step-5 – Secure MySQL installation

It is important that we secure the MySQL database engine and set a root password. To do this enter the 
below command:

$sudo mysql_secure_installation
NOTE: Be sure to remember the root password.

This is shown below in Figure 8 and 9.
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Figure 7: Install Zabbix frontend

Figure 8: Secure MySQL



Step-6 – Create Zabbix database

Create the Zabbix database from the MySQL command line. Use the root password you entered in Step-5.
$sudo mysql -uroot -p

From the MySQL prompt enter the below command:
shell> mysql -uroot -p<password>
mysql> create database zabbix character set utf8 collate utf8_bin;
mysql> grant all privileges on zabbix.* to zabbix@localhost identified by '<password>';
mysql> quit;

This is shown below in Figure 10.
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Figure 9: Secure MySQL

Figure 10: Create Zabbix database



Create the database from the schema file using the below command:
$sudo zcat /usr/share/doc/zabbix-server-mysql/create.sql.gz | mysql -uzabbix -p zabbix

This is shown in Figure 11.

Next, provide the server the information it needs about the MySQL database. 
$sudo nano etc/zabbix/zabbix_server.conf

Edit the below entries in the configuration file to the correct database settings:
DBHost=localhost
DBName=zabbix
DBUser=zabbix
DBPassword=<password>

This is shown below in Figure 12. (DBHost=localhost entry not shown)

Sart the Zabbix server as shown in 13.
$sudo service zabbix-server start
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Figure 11: Create Zabbix database

Figure 12: Server database configuration

Figure 13: Server start



Update the rc daemon so the server starts automatically on system startup. Figure 14.
$sudo update-rc.d zabbix-server enable

Also restart the Apache web service. Figure 15.
$sudo service apache2 restart

Step-7 – Zabbix Frontend configuration

In this step you will configure the Zabbix frontend (web application).

Open the frontend configuration file and set your local timezone. Figure 16.
$sudo nano /etc/apache2/conf-enabled/zabbix.conf.

Save the file <Ctrl>o <Enter> <Ctrl>x.

In your browser, open Zabbix :  http://<server_ip_or_name>/zabbix.

If everything is working correctly, you should see the Zabbix Welcome screen as shown in Figure 17.
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Figure 14: Server auto start

Figure 15: Apache restart

Figure 16: Set timezone



Click on the <Next step> button. You will see the ‘pre-requisites’ screen as shown in Figure 18.
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Figure 17: Zabbix welcome screen

Figure 18: Pre-requisites screen



If all of the pre-requisites have been met, you should see a full column of green Ok’s on the right.

Click on the <Next step> button. You will see the ‘Configure DB connection’ screen. Figure 19.
Enter the database information including the zabbix password.

Click on the <Next step> button. You will see the ‘Zabbix server details’ screen. Figure 20.
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Figure 19: Configure DB connection

Figure 20: Zabbix server details



Click on the <Next step> button. You will see the ‘Pre-installation summary screen. Figure 21.

Click on the <Next step> button. You will see the ‘Install’ screen. Figure 22.
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Figure 21: Pre-installation summary

Figure 22: Install screen



This completes the installation of the Zabbix platform components. When you click on the <Finish> button, 
you will be presented with the Zabbix login prompt. Figure 23.

The default user name is ‘Admin’ and the password is ‘zabbix’.

Once logged in, you will see the ‘Global View’ dashboard. Figure 24.
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Figure 23: Zabbix login

Figure 24: Global view dashboard



Step-8 – Agent installation

The final step is to install an agent on the Server. Zabbix uses its own agent to monitor itself. Very handy.

At a command window type in the below command:
$sudo apt install zabbix-agent.

This is shown in Figure 25.

Start the agent by entering the below command:
$sudo service zabbix-agent start

This is shown below in Figure 26.

Update the rc daemon to start the agent on system startup. Figure 27.

Congratulations! You now have a working Zabbix server on a Raspberry Pi.

Summary
The Zabbix platform is a terrific open-source project that can be very useful to the Rapspberry Pi 
community. Upcoming ‘How-To’ documents will show how to monitor the system performance of your active
Raspberry Pi’s. As a bonus, I will show how to connect temperature sensors to Zabbix dashboards.

Send corrections, comments, complaints, ideas, or any other feedback to: sopwith@ismellsmoke.net.
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Figure 25: Agent installation

Figure 26: Agent start

Figure 27: Startup daemon
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